9)

Descriva le principali metodologie di project management.

Descriva quali sono i principali riferimenti normativi che guidano la transizione digitale
nella Pubblica Amministrazione italiana.

Descriva cosa si intende per continuita operativa e disaster recovery.

Legga e traduca (ENISA Threat Landscape 2025):

“This year’'s ENISA Threat Landscape (ETL) introduces a revised and concise format
designed to deliver insights through a threat-centric approach and enhanced
contextualisation. This edition integrates additional analysis of adversary behaviours,
vulnerabilities and geopolitical drivers, aimed at both strategic and operational
audiences, offering an actionable perspective on trends shaping the EU’s cyber threat
environment. The ETL 2025 provides an overview of the European cyber threat
ecosystem from July 2024 to June 2025, drawing on nearly 4 900 selected and curated
incidents. The reporting period highlights a maturing threat environment characterised by
rapid exploitation of vulnerabilities and growing complexity in tracking adversaries.”
Elenchi quali sono gli organi di Ateneo.



5)

lllustri le fasi del ciclo di vita di un progetto e spieghi quali sono gli strumenti
fondamentali di pianificazione.

Descriva quali piani e programmi nazionali supportano I'attuazione della transizione
digitale e quali sono i loro principali obiettivi strategici.

Descriva cosa si intende per backup.

Legga e traduca (ENISA Threat Landscape 2025):

“Intrusion activity remains significant, with ransomware at its core. Cybercriminal
operators notably responded to the actions of law enforcement by decentralising
operations, adopting aggressive extortion tactics and capitalising on regulatory
compliance fears. The continuous proliferation of ransomware-as-a service models,
builder leaks and the services of access brokers has further lowered barriers to entry
and diversified ransomware families, fuelling a professionalised and resilient criminal
ecosystem. In parallel, state-aligned threat groups intensified their long-term
cyberespionage campaigns against the telecommunications, logistics networks and
manufacturing sectors in the EU, demonstrating advanced tradecraft such as supply
chain compromise, stealthy malware frameworks and abuse of signed drivers.”
Indichi quali sono i compiti del/della Rettore/Rettrice.



Descriva il ruolo del project manager nella gestione di un progetto e quali elementi
devono essere contenuti in una scheda progetto.

Descriva qual ¢ il ruolo del Responsabile per la Transizione al Digitale (RTD) e quali
sono le sue principali responsabilita nella trasformazione digitale dell’ente.

Descriva cosa si intende per patch management.

Legga e traduca (ENISA Threat Landscape 2025): “Hacktivist activity continues to
dominate reporting, representing almost 80% of recorded incidents and driven
primarily by low-level distributed denial-of-service operations. While overall resulting
in very low impact, these campaigns demonstrate how low-cost tools are scaled for
ideology-driven operations. Sectoral targeting patterns reinforce the EU’ systemic
exposure. Public administration networks remain the primary focus (38%), notably for
hacktivists and state-nexus intrusion sets, while transport emerged as a high-value
sector, particularly maritime and logistics. Aviation and freight operations have faced
ransomware disruptions, while digital infrastructure and services remain strategic
targets for both cyberespionage and ransomware operators.”

5) Indichi quali sono i compiti del Direttore Generale.



